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Decision/action requested

This pCR discusses the potential requirement to have a unified KDF negotiation for 5G System Security in TR 33.808
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Rationale

As 5G Rel-16 work progresses it is inferred from TR 33.835 [3], “Study on authentication and key management for applications”, that the study on KDF negotiation for 5G System security has implication over other study items as well. According to TR 33.835 clause 6.1 Solution #1 discussed about the end-to-end key derivation for AKMA, where the KDF to be used for the end-to-end key derivation is currently under study. As far as 5G Rel-15 is concerned the only KDF used is HMAC-SHA-256 for key derivations at various levels [1]. ENISA’s, “Algorithms, Key Sizes and Parameters Report” briefs the security observation on SHA-2 algorithm. For SHA-2, reduced round collision attacks 31 out of 64 have been reported [6]. But 5G being the backbone for large set of services including ultra low latency services, AKMA, IoT services applying such a restriction on single KDF usage over all the 5G devices and services across the globe irrespective of device’s capability, security and service requirement will end up in an inefficient process. 
Further as 5GS is expected to provide a plethora of services for a wide variety of devices ranging from sensors, wearable, smart phones, tablets, automototives, heavy machiners in smart industry etc. These devices can have varying computational capability, services requirements and security requirements. The KDFs that needs higher computational requirements can be implemented only in the devices which have higher computational capability. But such KDFs cannot be implemented in the resource constrained devices.  In such sceanrio, a KDF negotiation initiated by the network without knowing the end device KDF capability will end up in registration or authentication failure.

When existing 5G sytem is analysed, the IETF’s EAP-AKA’[4] and EAP-TLS 1.3[5] supports KDF negotiation to more or lesser extend where as 5G AKA does not provide KDF negotiation support in Rel-15 at all. Therefore it is recommended to consider a unified KDF negotiation in the 5G system to support Rel-16 features efficiently. 
The TR 33.808 clause 4 has the following Editor’s Note, which need to be addressed to reason out the potential requirement for KDF negotiation in 5G system.

Editor’s Note: This clause contains a high-level overview of the KDF negotiation features, the security aspects and the potential impacts on the current Rel-16 security mechanisms.

This discussion document highlighted the impacts of this study to other Rel-16 security mechanisms. Further the companion pCR clarifies the fundamental reason to have KDF negotiation in the 5G system considering the above Editor’s Note.
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Detailed proposal

The 5G System need to provide KDF negotiation to support Rel-16 features. The network should select the KDF considering both the UE’s and network’s KDF capability similar to other security algorithm selection in the 5G system to prevent additional round trips and failure cases. It is proposed to approve the companion pCR S3-190212 related to TR 33.808[2]. 
